Suspicious Activity
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Objective:    Provide a procedure Employees and Volunteers need to follow should           

                        they receive a suspicious phone call or see suspicious activity that could 

                        be a threat to life and property.
Scope:         Covenant wide

Policy:         Employees, when recognizing suspicious activity of any kind, will report 

                        that activity to Security Dispatch for  investigation and management.  

                        Covenant HealthCare will report suspicious activity and suspicious phone 

                        calls to appropriate authorities in a timely manner. Security, Safety and/or 

                        Administration will keep all employees well informed of activity.

Procedure:   See Something, Hear Something- Say Something!

Upon receiving a suspicious phone call, where the caller is asking questions such as: (not an exhaustive list)

· Where is your helicopter located ?

· Who works in this building?

· What kind of patients are in this building?

· When do your shifts change?

· How many security people are on staff?

· Where is your ER?  

· Which building do you have surgery in?

· Which building is your hospital administration in?

· Where are your boilers?

· Where is your oxygen supply?

· What capabilities does your ER have?

· Where do you do xrays,  radiation therapy?

· Can you tell me about your disaster plan?

· Where do you keep the children, newborns, etc.? 

· Where do you keep (name of religious group, ethnic group, etc) patients?

· I am from the -State Police, FBI, fire department, Homeland Security, police department, (without proper I.D. or coordination with Security) etc.

· Any other question that you feel is not appropriate or makes you feel uneasy.

If you see anything like the following: (not an exhaustive list)

· Someone taking pictures or movies of our buildings

· Someone in the parking lots asking questions of employees about operations

· Someone presenting at the ER or front desk claiming to be FBI, ATF, US Marshall,  Homeland Security official, (without proper I.D. or coordination with Security)  etc.

· Someone loitering around the campuses

· Someone walking around the campus, taking notes
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Say Something!  

1. Call Security Dispatch 36149  immediately.  Be sure to describe with as much detail as possible.  Note the time it occurred.   

2. Do not approach and confront suspicious people yourself.

3. If you are approached, don’t be afraid to ask for ID.

4. Be prepared to be questioned by Security or Safety.

Security Dispatch:  

1. Notify 911 if a threat incident is in progress 

2. Notify Security Manager and/or Safety Officer.  Either will make a determination if a reported threat needs to be called into Central Dispatch.  Call it in as instructed.

3. Security Coordinator/Officer in Charge contact Shift Administrator with information on the incident

4. Record as much detail about the event as possible, including the name and contact information of the person reporting the incident.

5. Questions to ask:

· Time and date this event occurred

· Description of the perpetrator

· Name and contact information of the person reporting the event

· Detailed description of the event

· Any witnesses?

6. Who did you report this to, and when? 

7. Security Coordinator/Security Officer 

The Michigan State Police request if you see something suspicious, call 9-1-1 for emergencies. For non-emergencies, report suspicious activity by phone at 1-855-MICH-TIP (855-642-4847), online at http://michigan.gov/michtip or by contacting law enforcement. 

Safety Officer or Security Manager:

      1.   Determine if this needs to be reported or just logged. Instruct Dispatch if 911 

            needs to be called.

      2.   Determine if there is an immediate threat to Covenant. 

2. Notify Homeland Security  and  notify Saginaw County Emergency Management

3. Notify Region 3 Healthcare Preparedness Network

4. Interview the person reporting the event if that hasn’t been done already.

5. Write a summary of the incident.

Shift Administrator:

1. Contact Administrator on Call as an FYI along with the Security Coordinator or Officer on the call.

2. Work with Security to inform employees on duty as necessary

In the event there is any heightened risk of terrorist attack in the United States, citizens will be alerted through the National Terrorism Advisory System (NTAS), which is overseen by DHS.  DHS will issue any NTAS alerts via the news media, social media tools and online at www.dhs.gov/NTASalerts
The Seven Signs of Terrorism are:

· Surveillance - The recording or monitoring of activities with a camera; note taking, drawing of diagrams, marking of maps, etc.

· Elicitation - People or organizations trying to gain information about infrastructure, people, or military operations and capabilities

· Tests of Security - Attempts to measure reaction times to security breaches or to penetrate physical security barriers or procedures in order to assess strengths and weaknesses

· Acquisition of Supplies - Purchase or theft of explosives, weapons, or ammunition; acquisition of military or emergency responder uniforms or decals, flight manuals, passes or badges

· Suspicious Persons Out of Place - People who do not belong in the workplace, neighborhood, or in a particular building

· Dry Runs/Trial Runs - Putting people into position and moving them around according to their plan without actually committing the terrorist act. May include mapping out routes and determining the timing of traffic lights and flow

· Deployment of Assets - People and supplies getting into position to commit the act. This is a person's last chance to alert authorities before the terrorist act occurs.

You can view a short video developed by the Michigan State Police in Port Huron on 

YouTube.

www.youtube.com/watch?v=R8atNS7U5Qg
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